FERMI LAB CONTROLLED ACCESS HANDOUT

Note: The hyperlinks below will take you to stream ng video segnments of the
Control Il ed Access video. |If you would prefer to view portions of the video
with a stand-al one player rather than your web browser, click here.

1. Pur pose and Definitions

A controlled access is a means by which two or nore people may safely
enter an interlocked enclosure. A controlled access is used instead of a
supervi sed access when it is desired to quickly resume operation after an
access. Because a controlled access does not involve dropping the
i nterl ocks and subsequently searching and resecuring the enclosure, it
m ni m zes di sruption to accel erator operations.

Personnel entering enclosures under controlled access conditions are
subject to increased hazards due to a reduction in the level of
sophi stication of several safety neasures. Because of this, personnel
maki ng control |l ed accesses nust have additional training in order to know
what safeguards have been reduced and to understand the procedures
necessary to ensure their safety.

The conditions for supervised access and controlled access differ as
fol | ows:

Supervi sed Access: A radiation survey has been conpleted and
docunented since particle beans were accelerated or transported
through the beam enclosure and the results have been included in the
Radi ation Wrk Permt (RW). The radiation and electrical safety
system interl ocks have been dropped to prevent energizing of exposed
el ectrical bus and to prevent particle beamtransport. Power supplies
for beam ine conponents that have exposed el ectrical connections have
been | ocked off (“configuration control”).

Controlled Access: The radiation and electrical safety system
enclosure interlocks are active and monitoring the status of the
encl osure. The controlled access key, when issued to persons making
an access, prevents electrical power to exposed bus and prevents beam
from entering the enclosure. A docunented radiation survey has not
been perforned, so no survey data are included in the RW and
individuals making the <controlled access are responsible for
performng their own radiati on survey.

The change from controll ed access to supervised access in nade under the
excl usive control of the Operations Department through the Crew Chief in
the Main Control Room (MCR). No other individual is authorized to make
thi s change

Three conditions must be met before the Operations Department may change
a beam encl osure status fromcontroll ed access to supervised access:

e« A radiation survey has been perfornmed under supervision of the
Accelerator Division's (ADs) Environment, Safety, and Health
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(ES&H) Departnent (for those enclosures requiring a survey). In
those enclosures requiring a supervised access RWP, the RWP nust
have been revised since the last tine the proton beam was in the
area or determined to still reflect current conditions.

« The safety system nust be “broken” (interlocks are dropped),
requiring a search and secure before beam can be reenabl ed.

e The operators must perform configuration control for the enclosure
by locking off power supplies for beamine conponents that have
exposed electrical connections. This is done based on the
configuration control list provided by the AD ES&H Departnent and
kept in the MCR

If the safety systemis inadvertently broken during a controlled access,
the Crew Chief nmust choose between one of the follow ng options:

Option 1 - The Crew Chief in consultation with the Operations
Department Head and the Accelerator Division Radiation Safety Oficer
(RSO or his/her designee may elect to make the transition to
supervi sed access. In this case, the operators perform configuration
control and the ES&H Department perfornms a radiation survey of the
encl osure and updates the RAP, if appropriate.

Option 2 - The Crew Chief may elect to resecure the enclosure. The
Crew Chief may choose to order a search and secure i mediately or wait
until the access has been concl uded. The encl osure shall be secured
no later than the end of the shift unless the on-com ng shift assunes
responsibility, in which case, search and secure nust comrence within
two hours of the shift start. Entrants nust continue to follow
control |l ed access rul es.

Qualification for Controll ed Accesses

To ensure that controlled accesses can be conducted safely and reliably,
the follow ng procedures have been i npl enent ed:

A

Before issuing enclosure keys, either directly or via renote key
tree, MR personnel wll verify wusing the key logger or TRAIN
database that the entrants have the required training. The
qualification requirenments are:

a. Personnel not previously controlled access qualified nust attend a

f or mal training session. Trai nees  mnust have conpl eted
Radi ol ogi cal Worker and, if applicable, LOTO Level 2, training
prior to receiving controlled access training. Per sonne

previously trained in controlled access nust requalify annually by
either attending the classroom session again or taking the
“chal l enge exant version of the course. Both versions of the
course require the trainee to pass an examnation covering
essential course information

b. Each trainee receives this controlled access handout either at or
prior to the class or chall enge exam Upon receipt, the trainee
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shoul d have hi s/ her supervi sor conpl ete t he Super vi sor
Certifications box on the acconpanying form After the individual
has read and clearly understood all the information contained in
t he handout, he/she should sign the form and return it to the
instructor at the conclusion of the class/exam or as soon as
possi bl e thereafter. The training is not considered conplete
until the formis submitted. The instructor will ensure that all
of the required training elenments have been net, sign the form
and enter the qualification into the database.

c. Trained personnel wll be allowed to nmake controlled accesses
t hroughout AD s and Particle Physics Division's (PPD s) areas.
Additional requirenents may be inposed in special areas (e.g.,
training and nedical qualification for oxygen deficiency hazard
(CDH) areas). Note that there may be additional training
requi renents for entering PPD enclosures and the collision halls
when in the collider node of operation.

Visitors or personnel who are not controlled access qualified nmay be
permitted to make a controlled access if deemed necessary by the
managenent of the organization having jurisdiction over the affected
encl osure and approved by the appropriate Senior Safety O ficer or

hi s/ her designee and the RSO In this case, the wunqualified
i ndi vidual rmust receive a safety briefing from the RSO or his/her
desi gnee. Unqual i fi ed personnel nust be escorted during the entire
access. Al though the untrained person nust have his/her own

encl osure key, he/she does not operate the interlock enter boxes.
Only the qualified escorts may do this. Therefore, although there
must be one qualified escort for each unqualified person, a mninum
of two qualified people is required to make the access. An untrained
person nust be escorted for the entire time he/she has possession of
the enclosure Kkey. Escorts are responsible for ensuring that
unqual ified entrants observe all safety requirenents.

Potenti al Hazards

There are potenti al hazards associated wth controlled accesses.
However, follow ng the correct procedures can mninize these hazards.

A

Direct BeamtOn Radiation. Wien a key is renoved fromthe key tree to
all ow access, the beamis inhibited in a fail-safe manner by several
devices. If you are in an interlocked enclosure without a controlled
access key for that area, then the beam could be turned on. If a
person is in a beam encl osure during beamon conditions, he or she is
in imediate danger of receiving a large acute radiation exposure.
If beam is lost by scraping a beam pipe or striking a magnet, the
radi ation levels could cause an acute exposure in excess of 450 rads.
An acute exposure of 450 rads will cause death within 30 days to 50%
of those so exposed.

El ectrocution. Prior to controlled accesses into the accel erator and
external beamnline enclosures, the electrical safety system permt is
renoved, which disables power to exposed conductors wth hazardous
vol tages and/or currents. The power supplies connected to conponents
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with exposed electrical connections are normally shut off by the
el ectrical safety system when the controlled access keys are rempved
fromthe key tree. Conponents with no exposed el ectrical connections
normal Iy remain energized.

Al though the electrical safety systemis intended to protect entrants
from exposed electrical hazards, it depends upon numerous electrical
and nechani cal conponents that are not imune to failure. Rel i ance
on the safety system alone is unsafe and does not satisfy LOTO
requirenents. Therefore, you nust nmake certain that power has been
| ocked off to any conmponent you work on or may cone in contact wth.
If you are in an enclosure and have not |ocked out conponents you are
wor ki ng on, you could be electrocuted! The individual doing the work
is responsible for ensuring that the conponent is |locked with his or
her 1ock and danger-tagged in accordance with LOTO procedures. You
must supply your own locks for this purpose. These |ocks are
available from the stockroom Prior to performng LOIQ the
i ndi vi dual rnust have conmpleted LOTO Level 2 training. (Note that
LOTO is also required for working on beanline conponents under
supervi sed access conditions. The configuration control perfornmed by
the Operations Department does not satisfy LOTO requirenents because
those locks are not applied by the people exposed to the hazard.
They are nerely an extra |layer of safety.)

Resi dual Radioactivity. After the proton beam strikes an object, the
obj ect becones radioactive. During a controlled access, the
encl osure has not been surveyed and tagged for radioactivity before
you enter. During a controlled access, you are the person who has to

do the radiation survey in the area where you are worKking. Past
experience as to the residual radioactivity |level nmust not be relied
upon. Experience has shown that it only takes a beam loss for a
short period of time for high levels of residual radioactivity to be
present shortly after the beamis turned off. Local radiation |evel
postings are not to be used, as they might not be accurate; only the
survey neter can be relied upon. It is also inportant to renenber
that contam nation surveys have not been performed, and one nust
follow all hold points specified on the RWP. The appropriate

protective clothing nust be worn when working on beanline elenents,
when the beam pipe is going to be opened up, or any disassenbly work
i s required.

Individuals making accesses to beam enclosures (during both
controll ed and supervi sed accesses) and other posted radiation areas
must wear dosimetry specified by the RW. In order to ensure that
the 100-nrem per-week |ocal control limt is not exceeded,
i ndi viduals who make controlled accesses to enclosures and other
posted radiation areas must keep pocket dosimeter records for the
accesses. The records should be submitted to the individual's |ocal
ES&H department or group for tracking. Prior RSO approval nust be
obtained before the weekly exposure limt of 100 nrem may be
exceeded.

Internalized Radioactivity. Small quantities of radioactive material
(in the form of dust, netal grindings, etc.) are hazardous if
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i ngested, inhaled, or injected into the body. This is because the
material, a source of radiation, may stay in the body for a I|ong
period of time, giving a large dose to a |localized area of the body.
Therefore, you are not permtted to snoke, eat, or drink in any beam

encl osures. If you get sone radioactive material on your hands,
these actions could cause it to be internalized. Al'l posted signs
and instructions regarding contani nated areas and protective clothing
requirenents are to be obeyed. The controlled access RW will

specify the protective clothing requirenents for the type of work to
be perforned.

E. Oxygen Deficiency Hazard. Certain areas of the accelerator and
extraction beamlines are classified as ODH areas due to the large
quantities of inert gases contained in the cryogenic systens. | f
these gases were to leak, they could reduce oxygen levels to less
than |ife-supporting. ODH procedures are to be followed in these
areas at all tines.

War ni ng Devi ces

If you find yourself in an enclosure and hear a |oud whoopi ng sound or
verbal warning nessage, take i medi ate action

The warni ng sound can be generated as a result of several scenarios:
e An electrical pernit is about to be issued.

e Oxygen |l evel s have dropped bel ow 19.5 percent.

Interl ocks are being tested.
e A search and secure of an adjacent enclosure is taking place.

You nust always treat these audible warnings as real and follow the
instructions presented in this training.

If you hear a warning sound or nessage, pull the crash cord or push the

crash button, if they are available in your area. Then hurry to the
nearest exit and open the door or gate wthout using the access
procedure. This will drop the interlocks for that area, preventing beam

frombeing transported to the enclosure. Then exit the encl osure.

If there are no crash cords or buttons in the area you are in, go
imediately to the nearest exit and open the door or gate w thout using
the control |l ed access procedure.

Do not stop at a telephone in the enclosure to call and report the
war ni ng. Leave the enclosure inmediately and call the MR from a
t el ephone outside the enclosure to report what happened.

Control |l ed Access Rul es

Devi ations from these rules are allowed only with perm ssion of the RSO
or designee. Enployees who violate the rules are subject to disciplinary
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action. The exact punishment for the offense would be determ ned by
managenent based upon severity of the incident and details of the
ci rcunst ances. Experimenters who violate the rules may lose their
aut hori zation to make controlled accesses. Addi tional restrictions on

the use of laboratory facilities nmay be nmade at the discretion of
Laborat ory managenent. You nust:

A. Read and sign the RW for the enclosure to be accessed, if an RW
exi sts (experinental halls generally do not have RWPS). You nust do
this each tine you obtain a key, even if you have nmade an access
earlier in the day. The reason for this is that RAPs are not static
docunents. Entrants may recognize conditions during an access (e.g.,
items J and K, below) that can result in the RW being altered.
Different requirenments may then apply to subsequent accesses.

B. ntain a controlled access key for the area to be entered and
mai ntain control of the key until returned. Keys for nost
Accel erator Division enclosures are |ocated at the Main Control Room
O her keys are located at rempte key trees near the enclosure
entrances.

C. Lock out with your own padlock and danger-tag any device that you
work on that has voltages that could exceed 50 volts or 1 joule of
stored energy to exposed conductors (or the work you are doing wll
cause the conductors to beconme exposed). For accesses into the
Tevatron, Miin Injector, or Mni-BooNE (M-12A or B) enclosures that
i nvol ve any work on or near the bus or beamine elenments with exposed
connectors, you nust also apply a lock(s) to the appropriate group
| ock box(es) in the MR Locking out the 13.8-KV power in this way
even when conducting inspection-only type activities is also strongly
encour aged.

D. Know how to use a log survey neter (LSM and use one to check
radiation levels in the area where you are worKking.

E. War protective clothing specified in the RAP for the enclosure to be
entered and the type of wirk to be perforned. For large jobs
extending over long periods of time (such as a magnet change), the
task |eader may request a job-specific RW. In these cases, the
radi ation safety group may survey the work area in question and wite
an RW solely for the job. Clothing requirements and other RW
requirenents may be relaxed for the job. Requirements for work in
the remainder of the enclosure would be dictated by the normal
control | ed access RWP.

F. Not enter a beam enclosure alone. A controlled access is a hazardous
work activity that requires application of the two-person rule. At
|l east two people are required to enter the enclosure for a proper
controlled access, even if the entry will be brief and only in the
i medi at e area beyond the gate.

G Have the key physically on your person while in an interlocked
encl osure.
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Never permt entry to another person who does not have a key for the
area entered, even if you have one. Thus, you are responsible for
checki ng everyone who nakes the controlled access with you. Each
person entering an interlocked enclosure must physically display
hi s/ her key to other personnel participating in the access upon entry
into the enclosure. If you should discover that you or another
person has sonehow entered an enclosure wthout the correct key (or
you have otherw se departed from the controlled access procedures in
a manner that could lead to a safety concern), imediately exit the
enclosure without using the controlled access procedure, thereby
dropping the interlocks. Then call the Main Control Room and report
t he circunstances.

Never give the key to another individual, even if you know he/she is
qualified to make control |l ed accesses.

Informthe Crew Chief if you are going to work in any radiation area
where the exposure rate exceeds 100 nR' hr at one foot prior to
begi nning work. You must receive perm ssion fromthe RSO or designee
prior to begi nning work.

I medi ately |eave the area, check closely for contam nation, and
inform the Crew Chief if exposure rates have increased drastically
(compared to levels previously posted) and are greater than 500 ni/ hr
at one foot. The Crew Chief shall call the RSO or designee to
det ermi ne subsequent acti on.

Fol  ow t he ODH access procedures if they are required for the area.

During a controlled access to repair a problem nmake the repair and
complete the access as rapidly as possible. Duri ng mai nt enance and
devel opnment (M&D) periods, the accelerator may be off for several
days. This typically affords nore time in which to nake controlled
accesses. However, because the number of keys available is limted,
and because several work groups may need to access the sane
encl osure, accesses should always be done as expeditiously as
possi bl e.

In fixed target experinental halls, controlled accesses during
accel erator operation have typically been linited to one hour in
dur at i on. This is because of operational considerations and the
potential for pronpt radiation (for exanple, from nuons from
upstrean). On MD days, Operations and the RSO will review the tine
limt for controlled accesses. Wth the concurrence of both, the
time limt nmay be waived.

Personally return the key to the MCR or renote key tree as soon as
the controlled access has been conpleted. Keys wused to nmake
controll ed accesses should never be taken home overnight or renoved
from the site without explicit permssion from Cperations and the
RSO If you placed a LOTO lock on a group lock box in the MR
remove it at this tine.
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6. CGeneric Access Procedure
A. Pre-pl anni ng: Before initiating a controlled access, you should
carefully plan your activity. Determ ne where you will be working
what entrance to use in order to reach that |ocation, and what
encl osure key(s) you wll need to obtain. Revi ew the hazards

associated with your job and conplete a witten Hazard Analysis if
required by Lab policy for the type of work that you are going to
perform Determ ne any specific LOTO requirenments and |ock out any
power supplies for beanline conponents on which you intend to work.
Your supervisor should be involved in all phases of this planning
pr ocess.

Main Control Room Read and sign the appropriate RW(s) for the
encl osure(s) you plan to access, if applicable. ontain the correct
key(s) for that enclosure(s). Obtain an LSM and perform the required
functional tests. If required for the enclosure(s) you plan to
access, sign out and check a personal oxygen nonitor and obtain and
i nspect an escape pack. (Obtain the radiation dosimetry specified in
the RWP. If you will be perform ng any work on or near the bus or on
any |loads attached to the bus in the Tevatron, Min Injector, or
M ni - BooNE (M -12A or B) enclosures, you must attach LOTO | ocks and
tags to the appropriate group |ock box or boxes. Pl acing | ocks on
the group |ock boxes when conducting inspection-only type activities
is also strongly encouraged.

Tunnel entrance: Don the protective clothing specified in the RW
for the type of activity you are going to perform Check the status
of the interlocks on the panel next to the gate. If the interlocks

are down, call the MCR  Before anyone inserts and turns a key in the
interlock enter box the nenbers of the party must physically display
their keys to each other. To begin the access, one entrant inserts
his or her key into the exterior interlock enter box and turns and
hol ds the key. Oher nenbers of the access party may now unl ock the

gate or door to the enclosure and pass through it. One of the other
entrants then inserts a key in the interior interlock enter box and
turns it. The person holding his or her key in the exterior enter

box may now renove the key, enter the enclosure and close the gate or
door. The person holding the key in the interior enter box can then
renove it. Check the interlock system status panel again to verify
that the access was successfully carried out w thout dropping the
i nterl ocks. If you encounter problems, call the MR It should be
noted that the interlocks in fixed target enclosures and fixed target
experinmental halls are on tiners and will drop if the gates are |eft
open for greater than approximately 40 seconds, so nove quickly
through the gates in these areas. Proceed with your work,
renenbering to survey your surroundings with the LSM

End of access: Exit enclosure by reversing the procedure in C above

Return key(s) and other itenms to the MCR
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Tevatron Access

A

Al though the Tevatron enclosure is a single continuous tunnel, it
contains three separately interlocked zones. The area from E34 to
F47 is called “F-Sector” and requires a red key. The area from F47
to A24 is called “Transfer Hall” and requires a blue Kkey. The
remai nder of the ring (A24 to E34) is called “Tevatron A-E Sectors”
and requires a white key. Gates equipped with interlock boxes
separate these zones.

This configuration neans that, if you intend to access nore than one
interlocked region, you need nore than one key. You also need to
read and sign nore than one RAWP, and you may need to place a | ock on
two or nore of the group | ock boxes in the Main Control Room

The gates at A24, E34, and F47 are only cored on one side, allow ng
use without a key in the other direction. This permts access to the
exit stairwell beyond the gate in the event of an ODH situation or
ot her energency. I n non-energency situations, you must renenber to
do a controlled access through these gates.

Because it is so large, the “Tevatron A-E Sectors” zone has been
equi pped with intrasector gates in the vicinity of the “zero” service
bui | di ngs. These gates |limt the anount of territory the operators
must search and secure if interlocks are dropped in this enclosure.
When interlocks on both sides of one of these gates are either “nade

up” or dropped, the displays above the gate are unlit. In these
cases, you can just open the gate and wal k through. However, if
interlocks on only one side are dropped, the displays will flash “USE
KEY TO ENTER " In this case, notify the Main Control Room then use
the controlled access procedure to avoid dropping the interlocks on
the side that is still “made up.” (Because of its size, the Min

I nj ector encl osure has been subdivided by simlar gates.)

Boundari es Between | nterl| ock Systens

At

certain locations, nanely where two enclosures or separate interlock

zones neet, two different keys are needed to make a controlled access
through the gate, one for the zone you are leaving and one for the zone

you
use:

A

are entering. There are two different systens for this currently in

In the Tevatron and in the fixed target enclosures, the enter boxes
each have one key switch. The key for the enclosure on the opposite
side of the gate is needed to work each box.

At other |ocations, you must use both keys to operate each interlock

enter box. The key-slots are labeled to indicate which key goes
wher e. This type of system can be found at the interface between
Swi tchyard Encl osure B and the Tevatron's “Transfer Hall” zone, where

the 8-CGeV line nmeets the Booster and Main Injector, at the boundary
bet ween Swi tchyard enclosure B and enclosures D, E, and F, at the two
gates separating the Accunul ator-Debuncher enclosure from the

PACE 9 OF 11 Rev. 1/06/05


http://vmsstreamer1.fnal.gov/VMS_Site_02/Training/CA/CA_F2.htm
http://vmsstreamer1.fnal.gov/VMS_Site_02/Training/CA/CA_F2.htm

10.

FERM LAB CONTRCLLED ACCESS HANDOUT

Antiproton Transport |Iline, and at the APJ Pre-target/Pre-vault
boundary.

Access Control at AP-10 via Renpte Key Trees

A

When an access is desired, read and sign the local RAWP by the key
tree. LSMs are also staged in the area of the key tree.

Call the MCR (ext. 3723) and report the nanes and |ID nunbers of the
i ndi viduals naking the access. MCR personnel nust verify the
entrants' training before allowi ng keys to be issued.

Stay on the phone with the MCR and, when the key tree door is
rel eased, open the key tree and rempve the keys needed. I nform MCR
personnel of the entrants’ nane and key nunbers so the information
can be recorded in the access log. You nust always |eave one key in
the key tree in case energency access to the enclosure is required.

Bef ore access, close the key tree door.
After access, call the MCR to have the key tree door released. Place

the keys back in the key tree, inform MCR personnel of which keys
were returned, then close the key tree door

Access Control at Fixed Target Experinental Halls

A

When an access is desired, call the MCR (ext. 3723) and give the MR
personnel the nanmes and ID nunbers of the individuals making the
access and the nanme of the experimental hall they are going to
access. MCR personnel nmust verify the entrants' training before
all owi ng keys to be issued.

If the beamine is operating at the time the access is requested, an
operator will ensure that beam is removed from the enclosure to be
accessed. After the operator has renpved beam and unlocked the
associ ated key tree door, the people naking the access may each take
a key. Inform MCR personnel of the entrants’ names and key nunbers
so that the information can be recorded in the access | og.

You rmust always leave one key in the key tree in case energency
access to the enclosure is required.

Bef ore access, close the key tree door.

Entrants are not required to perform radiation surveys in fixed
target experinmental halls, which are controlled areas rather than
radi ati on areas. RAWPs are not normally required for controlled
access into these areas; however, if special circunstances dictated a
need for one, review and signhature would be prescribed by personnel
in the MCR prior to key issuance.

Al | per sonnel making a controlled access nust wear their
t her mol um nescent dosineter (TLD) badge. However, pocket dosineters
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and protective clothing are wusually not required for controlled
accesses into fixed target experinental halls.

G After access, call the MCR to have the key tree door released and
report which keys are being returned. Pl ace keys back in the key
tree and cl ose the key tree door.

Special Provisions for Access Control at Collider Detector Facility (CDF)

and D Collision Halls during Collider Operations when Particle Physics

Di vision Controls Access

During collider operations, PPD may require additional training and have
additional witten procedures that are to be followed for controlled
access to the collision halls.
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EVALUATI ON FORM

NOTE: TH'S FORM MJUST BE COVPLETED AND SUBM TTED TO THE | NSTRUCTOR AT THE
CONCLUSI ON OF THE CLASS OR AS SOON AS POSSI BLE THEREAFTER. THE TRAINING IS
NOT' COMPLETE UNTIL THE FORM | S SUBM TTED.

TRAI NEE

| understand the hazards involved with controlled access and the procedures
required of ne.

Nane (print) ID #
Mai |l Station Super vi sor/ Spokesper son
Tel ephone # E- Mai

Si gnature Dat e

SUPERVI SCR CERTI FI CATI ONS

| have determ ned that the above individual has a need to nake controll ed

accesses. I have verified (either directly or through another know edge-
abl e person) that he/she knows how to use a log survey neter. | have
reviewed the activities he/she wll perform under controlled access

conditions and have deternined that Lockout/Tagout Level 2 training is

[ ] required. [ ] not required

Supervi sor Signature Dat e

FOR | NSTRUCTOR ( RADI ATI ON SAFETY OFFI CER DESI GNEE) USE

Radi ati on Safety Trai ni ng Course FNO0O0301/CR Dat e
Control |l ed Access Training Course FNO00311/CR Dat e
Lockout/ Tagout Level 2 Training Course FN000212/CR Dat e

(if required above)
The prerequisite training requirenents have been net.

RSO or Desi gnee Approval Dat e

Entered i nto TRAI N Dat abase Dat e C ass Code #




